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Problem & Goal
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NTP...

Technical Details Behind a 400Gbp
NTP Amplification DDoS Attack

13 Feb 2014 by Matthew Prince.
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mitigation and reaction
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Real-time and automatic mitigation

Origin Market segment and frequency
35,00%

North
America
2%

30,00%
25,00%
20,00%
15,00%
10,00%

5,00%

0,00% . . .

A K N LR &K
\\AQ} obc’ <& Q/(’\& Y & 05
) C & S N 0z
S C° @ & ke
& \Q’b N
< 2«
S o
o) NS

11 16. February 2015 Jessica Steinberger: Give and Take - Mitigation and Response: A collaborative approach



Real-time and automatic mitigation

* Process and involved third-parties
* [SPs and CSIRTs

e to aid NOC

* by email or telephone
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Real-time and automatic mitigation
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Real-time and automatic mitigation
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Real-time and automatic mitigation

Use of automatic mitigation and Plan of use of automatic mitigation
response tools and response tools

Unsure
3%

Agree
43% [

Disagree
17%

B Yes, we are planningto do it B We are looking into it

Bl No, we will not make use of it B | am not aware of it
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Real-time and automatic mitigation
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Automatic actions of mitigation and response tools

Rerouting traffic Change blocking  Notification ~ Rate limiting at
[ filter ingress
capabilities

[ Actions already performed
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Real-time and automatic mitigation

IP traffic filtering
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IP traffic filtering

Greylists
18%

Blacklists
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Whitelists
29%
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Real-time and automatic mitigation
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Network configuration protocols
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Current technical ability to use
OpenFlow / Plan to make use of
OpenFlow in 3 years

9%

———————————————————————— 10%

B Yes, we are planning todo it B We are looking into it

B No, we will not make use of it B | am not aware of it

13%




Real-time and automatic mitigation

Sharing threat indicators or security events / incidents
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Real-time and automatic mitigation

Collaboration improves mitigation
and response capabilities

Disagree
4%

Strongly
agree
53%
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Terminology
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Protocol

VS.

Source: http://www.mifus.de/out/pictures/master/product/1/8000796013248_simba_sechs_sandformen.jpg
http://www.bluesource.at/2013/11/bluesource-enewsletter-november-2013/



Terminology
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Sécu.rify Incident . Secu Pl-l—

Terminology

Alert

SecuriTy Alert

Failure
ccurence
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| Breach .
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Warning

Security Event/Incident



Terminology

Event
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Chance Card
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Application Domain

Configuration
Guidance |

—— XCCDF

—— CCE j

Application Domain ¢

Vulnerability
Analysis

Source: http://makingsecuritymeasurable.mitre.org/about/index.html
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Who is involved ?
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US governments Defense Advance
Research Projects Agency (DARPA]
TERENA

|IETF Incident Handling

Stuttgart University’'s CERT

IETF IDWG

MITRE

IETF MARF

Eco - Association of the German
Internet Industry
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Timeline

1997
CISL
DARPA 2003
—P FINE
2001 2002 IETF INCH
IODEF —> IODEF —
TERENA IETF INCH
2003
2002 —P IODEF
CAIF IETF INCH
University
Stuttgart CERT
2003
IDMEF
IETF IDWG
2009 2013
CEE —»{ Project DMTF Cloud Audit
MITRE or Project Lumberjack
2005 2007 )Z(?alri
ARF | ARF | Eco-Association of the
MAAWG IETF MARF

German Internet Industry
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2013
x-xarf
Kohlrausch & Ubelacker




Exchange formats

CISL IODEF CAIF IDMEF CEE ARF x-arf/x-xarf syslog
Language  S-expressions XML XML XML XML, JSON MIME MIME Text/XML
Content Events, Events, Problem, Alerts, Events Spam Incidents, Events
Attacks, Incidents  Vulnerability,  Alive messages Attacks
Responses Exposure
Producer Machine Human Human Machine Machine Machine Machine Machine
Consumer Machine Human Human Machine Human Machine/ Machine/Human  Machine/
Human Human
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IODEF vs. IDMEF

<IODEF-Document>
<Incident purpose="mitigation">

<IncidentID name="...">
<ReportTime>....</ReportTime>
<Description>...

<Assessment>

<Impact type="dos" severity="high"
completion="succeeded" />
</Assessment>
<EventData>
<Description>...</Description>
<Flow>
<5ystem category="source">
<Node>
<Address category="lipv4-addr">
192.0.2.1</Address>

</Node>
<Counter type="byte" duration="second
">10000</Counter>
<Description>bot</Description>
</System>
<S5ystem category="source">
<Node>

<Address category="ipv4-addr">
192.0.2. 3</Address>
</Node>
<Counter type="byte" duration="second
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<IDMEF-Message>
<Alert messageid="...">
<Analyzer analyzerid="...">
<Node category="dns">
<location>Headquarters DMZ Network</
location>
<name>xyz</name:>
</Node>
</Analyzer>
<CreateTime ntpstamp="0xbc723b45.0
Xxefd4dolzoms
2000-03-09T10:01:25.93464-05:00
</CreateTime:>
<Source ident="albZc3d4">
<Node 1dent="albZc3d4-001" category="
dns">
<name>badguy.example.net</name>
<Address ident="alb2c3d4-002" category=
"ipvd-net-mask">
<address>1%2.0.2.50</address>
<netmask>255.255.255.255</netmask>
</Address>
</Node>
</Source>
<Target ident="dlcZb3ad">
<Node ident="dlcZb3a4-001" category="
dns" >
<Address category="ipv4-addr-hex">




31

3rd July 2015

ARF vs. x-xarf

To:

Message-1Dx

Subject:

MIME-Version:

Content-Type:"multipart/report; report-type=feedback-report.”
Auto-submitted: auto-generated

i !

_Part_5_255604560.1357480202349
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

k-::E—Maﬂ' MeSsage >

f — Part_5_255604560.1357480202349
Content-Type: message/feedback-report
Content-Transfer-Encoding: 7bit

L-::Mem—ﬂam::»

(= Part_5_255604560.1357480202349 |
Content-Type: messapge/rfc822
Content-Transfer-Encoding: 7bit
Content-Disposition: inline

k-::Grig:'MI message in s entirety>

—
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Dat:

From:

Tor:

Message-1D:

Subject: abuse report aboul <source> - <date=

MIME-Version:

X-XARF.SECURE

Content-Type:"multipart/signed;
protocol="application/pgp-signature”; micalc=pgp-...

Auto-submitted: auto-generated

RFCE22 Container
Content-Type: mesage/rfc822; name="xarfeml”
Content-Transfer-Encoding: 7hit

Content-Disposition: attachment; filename="xarf.eml”

embedded mail header

X-XARF PLAIN

Auto-Submitted: auto-generated

Subject: abuse report about <source> - <date>
Content-Ty pe: multipart/mixed

"1st MIME part
Content-Type: text/plain
kcharsel=ul‘.f—3 <human readable text >

Content-Type: text/plain
charsei=utf-8
name=""report.xt"

| <YAML notation of a JSON object >

i Bt

3rd MIME part

Content-Type: message/rfc822
Content-Transfer-Encoding: 7hit
Content-Disposition: inline

1

1

1

1

:
L
' 2nd MIME part
1

1

1

1

1

1

| <any conteni

PGP/MIME signature
Content-Type: application/pgp-signature
< signature =




Exchange formats and protocols

Protocol OSl layer Format Security
CIDF Transport CISL message Symmetric
Cryptography
RID Application |IODEF TLS
XEP-0268 Application IODEF TLS
IDXP Application IDMEF TLS
CLT Transport CEE Provided by syslog
(RFC 5425)
SMTP Application CAIF None
ARF S/MIME
x-arf Multipart/Signed

Multipart/Encrypted
Syslog (RFC 3164) Transport Syslog (RFC 3164) None
Syslog (RFC 5425) Transport Syslog (RFC 5424) TLS
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Evaluation results

Criterion CIDF | IODEF | CAIF | IDMEF | ARF | CEE X-ARF Syslog
4 ¢ ¢ X | & | v01X¥K02 | RFC3164 | RFC 5425

Interoperability — — — — + + + + 1 14
Extensibility + + 4+ + + + + + 1 14
Scalabality — — — — — — — — — _
Aggregability — — 4+ 0 — — — + _ _
Protocol independency — 0 + 0 + 0 + + + +
Human readability — — — — + + + + 1 1
Machine readability + + + + + + + + — 1
Integrity & Authenticity — — — — — — — + _ _
Confidentiality — — — — — — — + _ _
Practical application — 0 0 0 0 — 0 0 + +

Legend: high (+), medium (0) and low (—)

3rd July 2015
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Challenges
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Framework

Sensor Manager

v

Mitigation
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Mitigation and Response System

Inference Engine (PHREAK) Topic

delivers

sends consumes publlshes [ N . —
2 _"— < el Meikdier | | Ak — subscribes E

s |ncident consumer

Event producer

Production Memory Working Memory
(rules) (facts)
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Mitigation and Response System

Pattern Matcher

e d Event Processing umes 4 Response Selection —>‘ Reaction Execution ‘ —p

P

Knowledge Bas




Mitigation and Response System

Event Processing {‘5&‘

i <= \ i
wr

Normalization Aggregation [ Correlation

Event Pattern Frequency of event in a time window

Geolocation IP Filtering Lists Confidence




Mitigation and Response System

Comparison Prioritation




Mitigation and Response System

Reaction Execution \\;»:’

— R —

Configuration Exchange formats

Email Pub/Sub Consumer




Flow-based Event Exchange Format (FLEX)

e e = = = = = = = = = = = — = — =

|
. Header

I X-XARF: Secure

: Subject: C&C Traffic from <src> to <dst>
. Content-Type: application/pkes7-mime;

: name="smime.p7m”

ASN.1 data (type:pkesT7-envelopedData)

AES key encrypted with recipient certificates
(object:rsaEncryption)

Content-Type: multipart/signed:
protocol="application /pkes7-

signature”;micalg="sha256”

|

|
|

|
: |
| I
|

|
|

|
|
| |
: FLEX container :
| |
|

I
|

|
: |
|
| I
\

[S/l\»ﬂl\{E signature ]
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Evaluation Methodology

i

The DETER Project [ e
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Conclusion

* Insight Into processes, structures and
capabilities

e a hands-on for network operators
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Conclusion

e FLEX

e framework
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Discussion

Source: http://www.prosperitycometh.com/wp-content/uploads/2012/11/business_conference_1600_clr_3835.png
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